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1.0 Scope

The Alaska Scientific Crime Detection Laboratory’s Quality Assurance Manual has been
approved by the Forensic Laboratory Manager. The Quality Assurance Manual is the foundation
for the Laboratory’s Forensic Quality Assurance Program. The Quality Assurance Manual, the
Health and Safety Manual, the individual Discipline Procedure Manuals and the individual
Discipline Training Manuals form the Forensic Quality Assurance Program.

All employees are responsible for performing work within the policies and procedures of
Laboratory’s Forensic Quality Assurance Program.
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2.0 References

International Organization for Standardization / International Electrotechnical Commission
(ISO/IEC), 17025 General Requirements for the competence of testing and calibration
laboratories, 2005.

American Society of Crime Laboratory Directors / Laboratory Accreditation Board (ASCLD/LAB),
Supplemental Requirements for the Accreditation of Forensic Science Testing Labogatorigs,
2011 Edition.

U.S. Department of Justice (DOJ), Federal Bureau of Investigation (FBI), Qualit urarnce
Standards for Forensic DNA Testing Laboratories, most current version.

U.S. Department of Justice (DOJ), Federal Bureau of Investigation (F \
Standards for Forensic DNA Databasing Laboratories, most current@ersign.
International vocabulary of metrology — Basic and general concep&j ociated terms (VIM),

produced by the Joint Committee for Guides in Metrology (J&GM 20Q:2008).

\
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3.0 Terms

Terms and definitions given in the VIM and Supplemental Requirements for the Accreditation of
Forensic Science Testing Laboratories, 2011 by ASCLD/LAB also apply to this document.

Adequate: The principle of being sufficient for a specific requirement.

Administrative documentation: Non-Laboratory generated documents such as Request f
Laboratory Services Forms, Drug Recognition Examination Forms, Sexual Assagllt Resp
Forms and other pertinent information.

AFIS: Acronym for Automated Fingerprint Identification System.

Chain of custody: Documentation of all evidence transfers from receipt by the oratory until
return to the submitting agency. \

Corrective Action Report (CAR): A document detailing the c@irse of ®ction taken to determine
the root cause of a deviation from expected results, minigize itS{mpa&t and recurrence.
CODIS: Acronym for Combined DNA Index Syste

Competency test: An examination given to evaluate a pgrsons ability to perform work in any
functional area prior to the performance of independent ®asework or technical procedures.

Controlled document: A document disgib¥ controlled manner to ensure that recipients
Vi@ls versions to ensure current information is

gnts include but are not limited to the Laboratory

ure Manuals and Discipline Training Manuals.

being utilized. Examples of Cont
Quality Assurance Manual, Disci

Key Manage

Quality
Supervi

d the DNA Technical Manager.

ity(ies): Personnel authorized to direct and implement document revisions. This
e the Forensic Laboratory Manager, Quality Assurance Manager, DNA Technical
r, Discipline Supervisors, CODIS Administrator or Scientific Director of the Forensic
Alcohol"Program.

LIMS: Acronym for Laboratory Information Management System

Top Management: The Forensic Laboratory Manager and the Quality Assurance Manager have
Laboratory wide authority.
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SCDL: Acronym for Scientific Crime Detection Laboratory
SOQ: Acronym for Statement of Qualifications also referred to as curriculum vitae.

WIN: Acronym for Western Identification Network

Verification review: A review of physical comparisons, measurements or observatiofis b
second qualified analyst to verify the conclusions of the casework analyst. x
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4.0 Management requirements
4.1 Organization
41.1

The State of Alaska, Department of Public Safety, Scientific Crime Detection Laborator
provides forensic services as a state funded laboratory.

4.1.2

The Laboratory performs forensic services to meet the requirements of the a,
federal authorities as relates to the FBI DNA Quality Assurance Standards atigpral
Standard 17025, the supplemental requirements of the American So Laboratory

o
Directors/Laboratory Accreditation Board and to satisfy the needs offthe QustO

4.1.3

The Laboratory Management System covers all forensic opgpations ferformed by Laboratory
employees and contracted employees at any site WhereV erviges are performed.
I

re
4.1.4

The Alaska Scientific Crime Detection Laboratory%em
Commissioner of the Alaska Department of Public Safely.
4.1.4.1

The Forensic Laboratory Manager@ponsibty for the Laboratory staff, budget,

goals and direction of the Labor
41.4.1.1
The Forensic Laborator, ger authority over the Laboratory and the staff. The Forensic

a
Laboratory Manager pefMgrm formance evaluations for Discipline Supervisors, the DNA
Technical Manage ity Assurance Manager. The Forensic Laboratory Manager
must approve nel eValuations of all Laboratory Staff.

t within the Office of the

4.1.5

The Lald Management System:

ides forensic personnel the authority and resources needed to carry out their

les, including implementation, maintenance and improvement of the quality
system. All personnel are encouraged to identify and report any deviations from the
quality system to the Quality Assurance Managetr.

b) ensures there are no undue internal and external influences on the professional
judgment of all Laboratory Management and personnel. Laboratory staff will complete
and submit a State of Alaska Ethics Disclosure Form to request permission for outside
employment including volunteer work.
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c) ensures the protection of confidential information to include the names of suspects
and victims, case reports, and analytical findings. Case related information is not to
be disseminated to any individual or organization other than the submitting agency, or
the assigned district attorney or their agent, or the municipal prosecutor or their agent.
The only exception to this policy is the dissemination of results by a grant
administrator as part of grant reports or data gathered for grant purposes. The
Forensic Laboratory Manager must give prior approval before the grant a trator
can release information.

d) directs Laboratory employees to avoid any activity, interest, or association that
interferes or appears to interfere with their independent exercise of p ion
judgment. Any conflicts of interest or concerns shall be brough e attenldn of the
employee’s direct supervisor immediately.

e) has an organizational chart demonstrating the organizatio
structure of the Laboratory and its place within the Depar f P plic Safety The
organization chart is maintained by the Quality Assuran

f) specifies the responsibilities and authority of all forensic ferso Each Laboratory
member is accountable to only one immediate SupRrvisor Qer forensic discipline or
category of testing.

0) ensures adequate superV|S|on of aII emplo ees cludig@'those in training. This

h the methods and procedures as

h) ensures technical management has overall r@ponSibility for all technical operations

Forensic Laboratory Manager ales an individual as technical lead for each
Discipline. ThIS designatio on the organizational chart.

manhagerial positions when the managers are away from
periods of time. This shall be recorded in the weekly

Key agement ensures appropriate communication processes are established within the
Laboragory through regular meetings, email communications, written communications and
discussions with individuals.
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4.1.7

The Safety Coordinator is designated by the Forensic Laboratory Manager. This designation is
indicated on the organizational chart. The Safety Coordinator oversees the safety program of
the Laboratory and ensures that it is implemented and followed at all times. The Safety
Coordinator provides educational opportunities in the areas of biological/chemical spill control,
evacuation procedures, and hepatitis vaccination to Laboratory personnel. The Safet
Coordinator or a designee manages the chemical inventory of the Laboratory. The Safet
Coordinator may develop a safety committee to assist with the program.

4.1.8

The DNA Technical Manager manages the technical operations for the Fogg
Discipline. The DNA Technical Manager reports directly to the Fore b

Biology

\

ensure that the requirements of the Forensic Quality Assura Pro®am are implemented

Manager.
The Quality Assurance Manager (Forensic Scientist 1V) has the autQority @hd obligation to
and maintained.

The CODIS Administrator and Alternate CODIS Ad
contact for CODIS operations in the Laboratory.
CODIS Manual.

istrator ar€the central points of
diti@nal formation is provided in the

Discipline Supervisors (Forensic Scientist nd the DNA Technical Manager must be

aware of and accountable for the perforiga Ofthe employees that they manage. It is their
responsibility to provide employees [ alls necessary to maintain their professional
and scientific skills and ensure thei liargg” with the Forensic Quality Assurance

Program.

4.2 Management System

4.2.1

The Alaska Scientifig,Cuf efection Laboratory has and maintains a Forensic Quality
Assurance Pro ) Forensic Quality Assurance Program documents are available to
Laboratory peggonnel n internal network drive, communicated through regular meetings

and discugsion§y and wnplemented by all personnel.

4.2.2

aska, Department of Public Safety, Scientific Crime Detection Laboratory will
sic services to the Alaskan community through Scientific Analysis, Integrity and

These overall objectives are met through the implementation of the Forensic Quality Assurance
Program. This Program complies with International Standard 17025, the supplemental
requirements of the American Society of Crime Laboratory Directors/Laboratory Accreditation
Board, Federal Bureau of Investigation Quality Assurance Standards for Forensic DNA Testing
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Laboratories, most current version and the Federal Bureau of Investigation Quality Assurance
Standards for Forensic DNA Databasing Laboratories, most current version.

The documents of the Forensic Quality Assurance Program are reviewed annually and
updated as necessary to improve the effectiveness of the program. All personnel are
required to familiarize themselves with the Quality Assurance Manual, Health and Safety
Manual, the Discipline Procedure Manuals and procedures specific to the scope of t
responsibility.

4221

Ethics training will incorporate the ASCLD/LAB Guiding Principles of Prof@%nsmuty

for Crime Laboratories and Forensic Scientists document.
42272

All forensic personnel will annually review the ASCLD/LAB Guiding§Princip€s of Professional
Responsibility for Crime Laboratories and Forensic Scientistgdocunignt with Top Management.
This review may occur in monthly laboratory meetings, Qis meadtings, and/or individual
meetings. Records of ethics training will be kept with the rance records.

ality

4.2.3

Key Management provides evidence of their commitmefit to the development, implementation,
and continual improvement of the effective of the Laboratory Management System through
discussions at regular Supervisor meeti hly Laboratory staff meetings and Discipline
meetings.

4.2.4

Key Management is responsible fojco nicating the importance of meeting customer
requirements and for havigg | operational procedures, which will provide adequate
means of compliance wjt pplic3ble State laws.

425

The Forensic
Manual, Discigline Progetiure Manuals, Discipline Training Manuals, and Health and Safety
Manual. i
docume§ is defined as follows:

ratQry policy is set forth in this Quality Assurance Manual. The Quality Assurance
is approved by the Forensic Laboratory Manager. Any revisions to the Laboratory
ality Assurance Manual are approved by the Forensic Laboratory Manager.

Laboratory technical procedures are found in each Discipline’s Procedure Manual. The
Procedure Manuals are approved by the Discipline Supervisors and/or the DNA Technical
Manager. Any revisions to the Procedure Manuals are approved by the Discipline
Supervisors and/or the DNA Technical Manager.
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Laboratory training procedures are found in each Discipline Training Manual. The Training
Manuals are approved by the Discipline Supervisors and/or the DNA Technical Manager.
Any revisions to the Training Manuals are approved by the Discipline Supervisors and/or
the DNA Technical Manager.

The Health and Safety Manual is approved by the Safety Coordinator. Any revisions to the
Health and Safety Manual are approved by the Safety Coordinator.

4.2.6

The Forensic Laboratory Manager shall possess a baccalaureate degree or higfieMg a natural
science, criminalistics or a closely related field. The Forensic Laboratory ifa™ager have a
minimum of 5 years of casework experience in one of the ASCLD/LAB-In % al accredited
disciplines as well as a minimum of 2 years of management experiep€es

The Forensic Laboratory Manager performs performance evaluati@ns for upervisors, the
DNA Technical Manager and the Quality Assurance Manager. The §ore Laboratory
Manager appoints the Safety Coordinator.

The DNA Technical Manager is responsible for evaluatin§all D ethods used by the
Laboratory and for proposing new or modified analyi®al precedufes to be used by the analysts.
The DNA Technical Manager is also responsible §8f taghnic@l problem solving of analytical

methods and for oversight of training, quality assuranc& safety and proficiency testing for the
Forensic Biology Discipline.

The responsibilities of the Quality Assuré amager include the following:
Schedule and coordinate qu
Evaluate results of quality s
Maintain and updatedhe ory Quality Assurance Manual.

Maintain the Fore
International
Society of

Assurance Program and ensure compliance with
, and the supplemental requirements of the American
ry Directors/Laboratory Accreditation Board.

Administal the prgfiCiency testing program for the Laboratory. Discuss results and any
corrg@iiye agti with Discipline Supervisors and/or the DNA Technical Manager.

Mali of training records.

echnical problems with Discipline Supervisors and/or the DNA Technical
nager to verify remedial action implementation.

Monitor courtroom testimony of employees through witness evaluations and direct
observation when possible.

Recommend training to improve the overall quality of Laboratory staff.
Provide and arrange for training of Laboratory staff, as needed.
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Evaluating instrument calibration and maintenance records.

Prepare an annual report of the Laboratory’s Quality Assurance Program for the
Forensic Laboratory Manager.

Discipline Supervisor duties include:

Review and evaluate proficiency test results from employees in their Discipling” rify
successful completion of tests.

Ensure that applicable quality control measures are being followed by e ees
their Discipline.

Ensure work conditions, equipment, and procedures that prote safety.

Discuss apparent discrepant results in proficiency tests or i@ CaseWork data with the
Quiality Assurance Manager. Ensure appropriate corrective§neas are taken and
r

documented. The Discipline Supervisor has the authqgity andyesponsibility to
suspend any analytical activity, pending final review pprokal by the Forensic
Laboratory Manager.

When possible, conduct personal observati emfloyee’s courtroom testimony.
Provide for and arrange for training of assigned §taff, &8 needed.

Evaluate technical performance, i onal skills and work habits of analysts and
technicians they supervise.

Conduct annual performancgevaiat of the analysts and technicians they
supervise.

4.2.7

Key Management will
Program to ensure the i

n implement all changes to the Forensic Quality Assurance
rit the Laboratory Management System.

4.3 Document

4.3.1 General

 that Comprise the Forensic Quality Assurance Program are controlled and
maigtaine@g@ccording to the Controlled Documents Procedure (Appendix C) by the Quality
ynager.

4.3.2 Bocument approval and issue
4321

All documents in the Forensic Quality Assurance Program are reviewed and approved by the
appropriate person prior to issue. The Quality Assurance Manager will maintain a master
controlled documents list according to the Controlled Documents Procedure (Appendix C). This

Page 11 of 66
All printed copies are uncontrolled. Approved by Forensic Laboratory Manager



Alaska Scientific Crime Detection Laboratory

Quality Assurance Manual

Issued: 3/14/2012 Version: QAM2012 R1
Effective: 3/14/2012 Status: Archived

list identifies the current revision of all controlled documents to preclude the use of invalid and/or
obsolete documents.

4.3.2.2

The Controlled Documents Procedure (Appendix C) ensures that all documents in the Forensic
Quiality Assurance Program:

a) are authorized and available at all times to the laboratory personnel through th
Laboratory’s internal network drive.

b) are periodically reviewed and revised when necessary to ensure complidgce

c) are current versions and invalid and/or obsolete documents are tly afgfived to
assure against unintended use.

d) once obsolete are suitably marked and retained.
4.3.2.3

All documents in the Forensic Quality Assurance Program afg uniquly identified. Each
document contains the date issued, issuing authority, reysi ntifi§ation, and page
numbering system.

4.3.3 Document Changes
4.3.3.1

Revisions to controlled documents in thed ic Quality Assurance Program are reviewed and
approved by the same function that p  original review as outlined in 4.2.5. Any
deviations to this policy must be ap Forensic Laboratory Manager and

documented.

4.3.3.2 A

Changes will be identifie% ion History of each document as outlined in the Controlled
Documents Procedure pefdix C).

4.3.3.3 %

The Laboratorfi does npt®llow the amendment of controlled documents by hand. Manuals are

changed/ygdat®g via gocument revisions only.
4.3.3.4
The |8 Documents Procedure (Appendix C) describes how changes to documents are

I
mad d documented by the Quality Assurance Manager.
4.4 ReView of requests, tenders and contracts
4.4.1

Laboratory personnel evaluate the Request for Laboratory Services Form prior to the
examination of evidence to ensure that the Laboratory has the capability to perform the request.
The Evidence Procedure Manual provides evidence intake procedures.
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Submission of evidence to the Laboratory indicates the submitting agency agrees the
Laboratory will make the determination of the appropriate tests/methods.

4.4.2

Communications with agencies regarding evidence submissions are documented in case
activities in the LIMS.

4.4.3

Review of requests for subcontracted work is managed by the appropriate Disci Su isor
or designee.

4.4.4

Agencies are notified when changes are made to requested examjination§. This notification is
documented in the LIMS.

445

Any changes to the Request for Laboratory Services infofgnation @&de” after examination of an
evidence item begins are communicated to the ag andhdocumented in case activities in the
LIMS.

4.5 Subcontracting of tests and calibrations

45.1

The Laboratory will only subcontrag#fvit etent subcontractor that complies with
International Standard 17025 or Forerisic Laboratory Accrediting Body.

45.2

With the exception of t
writing prior to any subc
Washington State
website of this

y sef¥Ces the Laboratory will advise the submitting agency in
tra of work. Toxicology services are contracted to the
jcafogy Laboratory. Agencies are notified on the Laboratory’s
g adreement.

45.3

The Lald @ Iy is responsible for the subcontractor’s work unless the submitting agency
specifies supcontractor to be used.

4.5.

The La@oratory will maintain a record of all approved subcontractors used for testing and/or
calibrations.
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4.6 Purchasing services and supplies
4.6.1

State purchasing guidelines govern the procurement of products and services for the
Laboratory. The Purchasing Procedure (Appendix D) describes the selection and purchase of
supplies and services including those that affect the quality of tests and/or calibration
performed.

4.6.2

The Laboratory will ensure that purchased supplies, reagents and consu
affecting the quality of tests and/or calibrations are not used until they ha
complying with the requirements defined in the test methods or calibr,
Discipline will maintain records of these actions taken to verify co an

4.6.3

reaents and consumable
ed and approved

The Laboratory will maintain purchasing documents for sup
materials described in 4.6.2. These purchasing documerigs will
based on technical content by the Discipline Supervigor (Ogdesi

ee).
4.6.4

Laboratory Management will evaluate suppli
following the Purchasing Procedure (Appg
completed Vendor Approval for Critic

rs of criticd consumables, supplies and services
D) and maintain records of the evaluations. The
nd Services Forms will be stored in the LIMS.

4.7 Service to the customer

4.7.1

Laboratory staff communi€ates ency representatives to clarify requests when needed
and to advise on the st&us e requests.

4.7.2

The Laboratory utilizes C§stomer surveys to obtain feedback from the agencies regarding
i eedback from surveys will be reviewed by Top Management. Expert

s are used to obtain feedback on testimony provided.

ployees will deal with complaints as outlined in the Alaska Department of Public
perating Procedures Manual (OPM), Chapter 111.

Any staff member receiving a complaint should resolve the issue, if it is within their
responsibility, or notify the appropriate Supervisor and/or Key Management for resolution.
Records of non-case specific complaints will be documented in the LIMS under the
‘CUSTOMERQ” case. Records of case specific complaints will be documented in the case
activities area of the case record in LIMS.
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48.1

Employees that have a complaint regarding the Quality System of the Alaska Scientific Crime
Detection Laboratory should direct their concerns in writing to the Quality Assurance Manager.

4.9 Control of nonconforming testing and/or calibration work
49.1

If a nonconformity is discovered in the Laboratory’s testing or results of work or asignific
deviation from Laboratory policies the following will occur.

a) The appropriate Discipline Supervisor and/or DNA Technical M
of the nonconformity as soon as possible. The Quality Assu&an
Forensic Laboratory Manager will be informed.

b) An evaluation of the significance of the nonconformity
be documented on the Quality Review Form.

c) Any corrective action needed will be taken along
acceptability of the nonconforming work basedio

e) The Quality Assurance Manager and the @iscipilge Sufervisor and/or DNA Technical
Manager will authorize, if ceased, the rg8unjption\f work after consulting with the
Forensic Laboratory Manager.

4.9.2

Corrective action policies outlined in wed when the evaluation in 4.9.1b indicates
that a nonconformity could reoccurgdr w 2 is doubt about compliance with the
Laboratory’s Forensic Quality As am.

4.10 Improvement

The effectiveness of thg LaBgratory’s’Management System is continually improved through the
use of the documents o sic Quality Assurance Program, quality objectives, audit
iv& and preventive actions and management reviews.

mber may identify when nonconforming work or departures from Laboratory’s
ity Assurance Program may have occurred. Any member identifying such
erns will immmediately notify the Discipline Supervisor, DNA Technical Manager,

noncorformance has been reported 4.9.1 will be followed.
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4.11.2 Cause analysis

The Discipline Supervisor and/or DNA Technical Manager will initiate the corrective action
process with a root cause analysis to ensure that the cause, rather than just a symptom, of the
nonconformance will be prevented from occurring again. The root cause analysis should take
into consideration all possible sources of nonconforming work to include an evaluation of the
methods, procedures, equipment, supplies, training, work environment, customer ag needs,
etc.

4.11.3 Selection and implementation of corrective actions

Upon completion of the root cause analysis the Discipline Supervisor and] Te@yhical
Manager will meet with the Quality Assurance Manager and discuss their If heeded the
Discipline Supervisor and/or DNA Technical Manager and Quality A S\Madager will
select the corrective action and implement to address the probleng ahd pfgvent reoccurrence of

the nonconformity.

Implemented corrective actions will be appropriate to the ma@gitude ®nd risk of the problem.
The corrective action process will be documented on the§Corre@give ARtion Report Form. This
documentation will be maintained by the Quality Assurangg Man

4.11.4 Monitoring of corrective actions

It is the responsibility of the Quality Assurance ManageRy with assistance from the Discipline
Supervisor and/or the DNA Technical Mang@eg,to verify'and monitor the effectiveness and
implementation of the corrective action g =@ ective action records are maintained in the

guality assurance records.

The Laboratory will perform udyg of tRe appropriate areas in accordance with 4.14, as soon
as possible, when noncogf@rmi uld affect the Laboratory’s compliance with the Forensic
Quality Assurance Proggam,Sgternational Standard 17025 or the supplemental requirements of
the American Society of @gime oratory Directors/Laboratory Accreditation Board.

4.11.5 Additional audits

4.12 Preventiv i0

412.1

Labora agement will proactively identify areas of needed improvement or potential
soukces oM@ionconformities. When identified, action plans will be developed, implemented, and
mo umentation of the preventive action will be documented in the LIMS.

4.12.

The documentation of the preventive action will include the initiation of the action and the
application of controls to ensure effectiveness.
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4.13 Control of records
4.13.1 General
413.1.1

The Laboratory will maintain quality and technical records. Records will be stored in the LIMS
system, the quality assurance records, Discipline records and hard copy case record§. Quality
assurance records include information from internal audits, management reviews as 'well&s

corrective and preventive actions taken.

Laboratory records will be legible, appropriately stored and readily retu % ention times
for quality assurance records will be determined by ASCLD/LAB-Intgfnatfona Oelines or
Laboratory guidelines of 20 years, whichever is longer. All examirigtion raécorgs and case
records are stored for a minimum of 20 years.

4.13.1.2

4.13.1.3
All records will be stored in a secured and confidential ma@ner.
413.1.4

The LIMS is stored securely by the Department of Publig Safety Information Technology
personnel. The LIMS will auto-logoff time r 30 minutes of inactivity to prevent
unauthorized access.

4.13.2 Technical Records
4.13.2.1

All Analysts and Technici
findings concerning evi
evidentiary analysis res
such that in the a
could evaluate gthat
personnel that§perform

notes which adequately document the basis for any
nalyzed and tests performed in every case for which they have
i#s. In general, documentation to support conclusions must be
riginal analyst, another knowledgeable analyst or supervisor
done and interpret the data. All records will indicate the identity of the
ach aspect of the case by documenting in the examination notes.

n

4.13.2.

notes will include observations, data and calculations. These notes will be
the time of examination and identifiable to the specific task. If an observation or

The start and end date of the analysis will be documented for each case in the LIMS. The start
date is the date analysis or evidence examination begins. The end date is the date the analyst
or technician finalizes the case sending it for technical and/or administrative review. All notes
and case files are stored at the Laboratory either in hard copy form or in the LIMS.

Page 17 of 66
All printed copies are uncontrolled. Approved by Forensic Laboratory Manager



Alaska Scientific Crime Detection Laboratory

Quality Assurance Manual

Issued: 3/14/2012 Version: QAM2012 R1
Effective: 3/14/2012 Status: Archived
4.13.2.3

No entry may be made on case notes or other records which hides, obscures or disguises the
true nature of any examinations, results, conclusions, and interpretations. If an error is made,
the incorrect information should be marked through with a single line, initialed and dated.
Erasures or use of correction fluids is not allowed. Changes to electronic data are tracked
through the audit tracking system of the LIMS.

4.13.2.3.1
Interlinear additions must be initialed and dated by the person adding the infornTa
4.13.2.3.2

Changes made to completed electronic cases will be tracked throu
in the LIMS. Cases are considered complete when the end date
analyst or technician and the case is sent for technical and/or admiistra

4.13.2.4

Case documentation must include, but is not limited
process. It should also include information regardi e packaging of the evidence as
received, in particular whether the package is properlyfseale@l and protected from
contamination, where applicable. All documentation of @roce8lures, standards and controls
used, observations made, results of the testggperformedY charts, graphs, photographs, digital
images, video prints, communications, &g 8h are used to support the analyst’s conclusions,
must be preserved. After a case has ally and administratively reviewed the only
copies of the case file will be the h the electronic record in the LIMS. Laboratory
members may not retain additio

, ddia obt d through the analytical

audits/assessments. Any pji ' re to be shredded once they are no longer needed.

Only photocopied or pri
The exceptions are, Crim
items needed for co
Laboratory Maglager.

e les of electronic case files will be taken from the Laboratory.
celB? Latent Print and Footwear/Tire Track case files that contain
her exceptions to this policy must be approved by the Forensic

4.13.2.5

Case re pport conclusions must be such that in the absence of the original analyst,
an rp n qualified in that Discipline through training and experience could evaluate the
test ed and interpret the data.

4.13.29%.1

Technical records in the Latent Print Discipline will meet the criteria as described in Appendix C
(Latent Print Examination Records) of ASCLD/LAB-International Supplemental Standards.
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413.2.5.2

The operating parameters of all instrumental analyses conducted will be documented. Each
Discipline’s Procedure Manual will define the location of these instrumental records. Any
deviations from the established parameters will be recorded and documented in the examination
notes of the case in the LIMS.

4.13.2.6

records. Instrument-generated records meet this requirement if they incl
number and date. For each page of the examination documentation, a n
be used which indicates the total number of pages used (e.g., page
required for case data maintained completely within the LIMS.

4.13.2.7

It is the responsibility of all analysts and technicians to pgep&réNg repdit which contains the
results and conclusions of analyses performed for every 8ase fo icfl they have evidentiary
analysis responsibilities. When technical records aggyprep@ared b¥ an individual other than the
analyst or technician who interprets the findings, ingdividgal’s handwritten initials (or secure
electronic equivalent of initials or signature) will be on &ach pgge of the documentation
representing his/her work.

4.13.2.8

The Laboratory’s unique case nu rwill b sent on all administrative records received or
generated by the Laboratory for &s IC case.

4.13.2.9

The Laboratory’s uniq
multiple cases is record
referenced in the [

casg numbers will be present on all data generated when data from
on asingle printout. This printout may be stored in a single file and
r which it was produced.

4.13.2.10

The Lab y t allow the use of double sided pages in case files.

4.13.2.1

Cas récords of observations and other examination documentation must be of a

permaffent nature. Hand written notes and observations should be in ink, not pencil. Pencil
may bé&pappropriate for crime scene notes, diagrams or tracings or when environmental
conditions prevent the use of ink.

4.13.2.12

Identifications that require an independent check on a critical finding (verification review) will be
performed by another currently qualified and proficiency tested analyst and documented in the
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case record. Established criteria for individual sections that necessitate a verification review are
listed in each Discipline’s Procedure Manual.

4.13.2.13

Abbreviations and notations will be acceptable if they are clearly documented and
comprehensible. Discipline Procedure Manuals will contain a list of common abbreviatigns
and/or symbols that are used by their personnel.

4 .14 Internal audits

4.14.1

The Laboratory will conduct internal audits on a predetermined sche lity
Assurance Manager will plan and organize the audit. Laboratory begs will be trained and
instructed about their audit responsibilities by the Quality Assurandg Man and will assist in
the audits as requested.

4.14.1.1

Internal audits will be conducted at least annually dir&ction of the Quality Assurance
Manager.

4.14.1.2

Records of internal audits will be retai 0% ality assurance records for a period of at
least five years.

4.14.2

The Laboratory will take co ive actions if an audit reveals that the effectiveness of

operations or correctneSg of t8gting or calibration may be in question.
4.14.3

Documentatiorgof the iternal audits will include at a minimum the scope of the audit, audit
findings n tive actions that may arise from the audit.

4.

Sho orrective actions arise from an internal audit; the follow up activities will verify and
docu t the implementation and effectiveness of the corrective actions taken.

4.14.5

The Laboratory will submit an Annual Report to ASCLD/LAB each year within thirty calendar
days of the Laboratory's accreditation anniversary date.
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4.15 Management reviews
4.15.1

Key Laboratory Management will conduct reviews of the Laboratory Management System and
testing and/or calibration activities to ensure their continuing suitability and effectiveness. The

review will take account of:
Suitability of policies and procedures;
Reports from management and supervisory personnel;
Outcome of recent internal audits
Corrective and preventive actions;

Assessments by external bodies;

Results of inter-laboratory comparisons or proficiency tests;
Changes in the volume and type of work;

Customer feedback;

Complaints;

Recommendations for improvement;

Other relevant factors, such as quality control activiies, reg@urces and staff training.
4.15.1.1

This Key Laboratory Management review be held arthually within 45 days of the final
completion of the annual internal audit a

% 0 include future planning for the Laboratory.
4.15.1.2

Records of Laboratory Managemegt reW will be stored in the quality assurance records for
at least five years.

4.15.2 x

The Quality Ass anager will document the annual review of the Laboratory

Management 3¥stem g with any findings and/or actions that arise from the review. Any
actions will be @arried In a timely manner.

&

Page 21 of 66
All printed copies are uncontrolled. Approved by Forensic Laboratory Manager



Alaska Scientific Crime Detection Laboratory

Quality Assurance Manual
Issued: 3/14/2012 Version: QAM2012 R1
Effective: 3/14/2012 Status: Archived

5.0 Technical requirements
5.1 General
5.1.1

The Alaska Scientific Crime Detection Laboratory ensures correct and reliable forensic
examinations by using adequately trained personnel, appropriate facilities, validated ard
operating procedures, appropriately maintained and calibrated equipment and instrumeng&tio
and by maintaining the integrity of evidence. When applicable, traceable refere standar,
and materials, and suitable sampling procedures are utilized.

5.1.2

The Laboratory will consider all factors contributing to the tot ce
when developing and validating standard operating procedures, M the t
e
A).

int measurement
inghg and qualification
of personnel, and in the calibration and maintenance of the equi nt Puses as described in

the Uncertainty of Measurement Implementation Plan (AppeBglix

5.1.3
Each Discipline will have documented procedure$for Rgutin@ly checking the reliability of their
reagents.

5.1.3.1

reagent, the date of preparation
identify the identity of the prepar
quality control check and th
time of preparation and t

quality control check. Reagents will be tested at the
ation completed.

5.2 Personnel

5.2.1

Laboratory MaiagemegptWill ensure the competency of all personnel that operate equipment
and instr taion, pErform tests, perform calibrations, evaluate test results, author reports,
and pe chniCal and administrative reviews. Any personnel undergoing training will be
supervise petent personnel.

5.2.

Each Djscipline will have a formal documented training program used to train individuals in the
knowledge, skills and abilities to perform all aspects of the position held. The completion of
training memo is retained in the quality assurance records. Each training program will cover the
topic of evidence sampling and address any sampling plans that are utilized by the Discipline.
The training program and training records will be sufficiently detailed to provide evidence that
the individual has been properly trained and competency tested. Training programs may take
into account any past training or work experience an individual may possess. The Forensic
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Laboratory Manager shall authorize an individual to perform casework based on documentation
from the discipline supervisor through the Quality Assurance Manager.

Laboratory Management provides for continuing education and maintenance of skills and
abilities of personnel by providing for training, availability of literature and encouraging
personnel to continually develop their scientific skills and knowledge.

If retraining is deemed necessary a specific plan for that individual will be developedfby
Discipline Supervisor and the Quality Assurance Manager and approved by the Forensic
Laboratory Manager. This plan would include at a minimum the scope of the retgaining re
a plan of action to accomplish the retraining, and the trainer(s) assigned. Any retrayng.o
competency testing performed will be documented.

5.2.1.2
Training programs for all forensic personnel will include training okpr sgfttation of evidence
in court.

5.2.1.3

e gaperal kWflowledge of forensic science,
ensig sciences. Ethical training will

Training programs for all forensic personnel will incl
criminal and civil procedures and ethical practice
incorporate the ASCLD/LAB Guiding Principles ot Prof@ssiorfgal Responsibility for Crime
Laboratories and Forensic Scientists document. All for&nsic personnel will annually review this
document. Records of ethics training will t with the quality assurance records.

5.2.2

Laboratory Management will proyi
personnel. ldentifying training n
effectiveness of this training4gthe Respo

the COntinuing education and training of all Laboratory
ding this training to personnel and evaluating the
ibility of the Discipline Supervisors.

Discipline supervisors ntify training needs through one on one conversation with their
dis@ssions of performance evaluations, and in Discipline meetings.

Discipline Su ill provide occasions for each member to attend education courses
when such att directly benefit the effectiveness or efficiency of services provided.
Labora anageément will provide opportunities for training whenever possible and
appropria re the best utilization of personnel resources.

Eac tency tested Forensic Scientist performing DNA analysis must meet the hours of
contin@ing education required by the FBI Quality Assurance Standards for Forensic DNA
Testing” Laboratories and the FBI Quality Assurance Standards for DNA Databasing
Laboratories each calendar year.

A Laboratory member receiving training is responsible for completing such training in a
satisfactory and professional manner and will complete an evaluation of the training received.
This evaluation will be documented in the training record in the LIMS. Laboratory members are
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encouraged to improve their knowledge, and skills through a variety of educational
opportunities, such as but not limited to:

e Attendance at professional meetings such as:

The American Academy of Forensic Sciences
The Association of Firearm and Tool Mark Examiners
The International Association for Identification
The Northwest Association of Forensic Scientists x
International Association of Chemical Testers
International Symposium for Human ldentification %
CODIS User’s Meeting
Society of Forensic Toxicologists x
e Technical Training Courses such as: \
FBI FSRTC courses q

DEA Forensic Chemist Se

Indiana University Cent

e In-house technical meaeii and seminars
e College courses
e \Web-based trainj

5.2.3

The Laboratory utjli ied technical personnel employed by the Laboratory. Contract
employees will the same standards and expectations as employees with respect to
competency a y testing

5.2.4

Thegigb d iptions, education and experience requirements (class specifications) for each
pos ailable online via the Workplace Alaska website under Job Class Specifications.
The chnical Manager and all Forensic Scientists performing DNA analysis must also

meet tRe educational, training, and experience requirements set forth by the FBI Quality
Assurance Standards for Forensic DNA Testing Laboratories and the FBI Quality Assurance
Standards for DNA Databasing Laboratories at the time of hiring.

The position descriptions (PD) explain the duties, functions, and tasks for each job and are
maintained by the administrative support personnel.
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5.25

The Forensic Laboratory Manager authorizes Laboratory personnel to perform forensic analyses
and issue reports. The Quality Assurance Manager will retain records of all forensic personnel to
include educational qualifications, training, and competency records. A competency memo will
be issued upon completion of a training program that includes the scope of competency and

date authorized for casework.
5.2.6 Technical personnel qualifications %
5.2.6.1 Education x

5.2.6.1.1

Forensic Scientists performing casework in the Drug Chemistry andfracg E ce disciplines
shall possess a baccalaureate or an advanced degree in a naturdin opa closely related
field.

5.2.6.1.2

Forensic Scientists performing casework in the ToxicplogWdiscip shall possess a
baccalaureate or an advanced degree in a natural nce oxicology, or a closely related field.
5.2.6.1.3

Forensic Scientists performing casework j
or an advanced degree in a natural scie

educational requirements of the Qu A
Laboratories and Quality Assura

Biology discipline shall possess a baccalaureate
e losely related field and shall meet the

e Standards for Forensic DNA Testing

or DNA Databasing Laboratories.

5.26.14

Forensic Scientists perfojng c rk in the Firearms/Toolmarks, Latent Prints, and Crime
Scene disciplines shall@oss a baccalaureate or an advanced degree with science courses.
5.2.6.15

Forensic Techf@licians waking as technical support in any Discipline shall meet the educational
requirements cifieg¥in the job description.

5.2.6.2 y testing

5.2!

Labor@ory Management will ensure that all Forensic Scientists satisfactorily complete a
competency test for each discipline and category of testing prior to assuming casework
responsibilities. A competency memo will be issued and retained in the training records for that
individual.
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5.2.6.2.2

The following shall be included in the training program of all Forensic Scientists and Forensic
Technicians that issue Laboratory reports:

Examination of unknown samples covering the range of assigned duties and areas within
the discipline or category of testing of training.

A written test report demonstrating the ability to properly convey results and concllisions

and their significance.
A written or oral examination demonstrating the individual’s knowle f the'®ligeipline or

category of testing, testing or tasks performed.

Each of the above will be appropriately documented and retained inghe tHain cords for that
individual.
5.2.7

The Laboratory shall maintain a library containing relevafjt scieMiific,jodrnals and texts. This
library may be in electronic form. Discipline Supervisors Will encgffage the review of
appropriate new literature by Laboratory personne ch Riscipline will document literature
review in the LIMS.

5.3 Accommodation and environmental condjtions

5.3.1

Laboratory facilities will be appropq a e performance of all aspects of testing, provide
for storage of supplies, space for§eq nd instruments. All examinations require normal
laboratory environmental conditiong un noted in a procedure. Extreme care will be taken

when sampling and/or exagnimai re performed away from a laboratory facility.

5.3.2

Examinations will
environmental
monitored, co

en the environmental conditions could jeopardize the results. If
could affect the quality of an examination the conditions will be
recorded in the appropriate case records.

5.3.3

Th boragory will take measures to prevent cross-contamination and provide effective
sep een incompatible activities or testing.

5.3.4

Access to and use of Laboratory testing areas is limited and controlled. The Forensic
Laboratory Manager determines the access level.
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5.34.1

The Laboratory entrance/exit points and the outer perimeter have security control at all times.
Only laboratory personnel shall have unrestricted access to the Laboratory’s exterior
entrance/exit points. The internal testing areas of the Laboratory will have a locking system.
Security codes, cards and keys for the Laboratory exterior and individual interior forensic
discipline laboratories will only be issued to those individuals assigned to that laborat. These
items will be accounted for and documented as described in the Key Control Procedlir
(Appendix B).

e
The Laboratory facility is monitored by an intrusion alarm system when vacagt. Th oratory
facility has a fire detection system.

Evidence storage areas are secured and have limited and controlle S storage
conditions are designed to prevent loss, deterioration and contamgnation @s well as maintain the
integrity and identity of the evidence.

5.35
Laboratory Management will ensure good housekeeping g the L atory.

5.3.6

The Forensic Laboratory Manager will designate a Safaty Co8rdinator to manage the Laboratory
safety program. The safety program will in

e A Health and Safety Manual.

e Annual Blood borne Pathog all employees

e Annual Fire Extinguisher t mployees.

e CPR and AED training for

e First Aid training for :

e Periodic in-house ing fety issues. This may include annual review of
biological/chemiBal spiycontrol, evacuation procedures, hepatitis vaccination, safety
training oppQ@ttunj

e Documenisati emptoyees participating in safety training (in-house, external).

e Monitorjing compMance with OSHA requirements (e.g. Regular checks on exhaust hoods,

. of the Laboratory’s chemical inventory, with associated hazard warnings
n ployee access to Material Safety Data Sheets.

54 and calibration methods and method validation
5.4.1 General

The Laboratory will use appropriate methods and procedures for all tests and calibrations
performed. Discipline Procedure Manuals will include methods and procedures for all testing
and/or calibrations performed in that specific Discipline to include sampling, handling,
preparation of evidence to be tested and/or calibrated and, where appropriate, an estimation of
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the measurement of uncertainty with statistical techniques for analysis of test and/or calibration
data.

Discipline Procedure Manuals will include or reference instructions on the use and operation of
all equipment and instruments used by that specific Discipline. Discipline Procedure Manuals
will describe the handling and preparation of evidence for testing and/or calibration. Each
Discipline will maintain and keep up to date all equipment and instrument instruction
standards; manuals and reference information relative to testing and/or calibration p&rforfhed.
Any significant deviations from test and calibration methods will be documented g the ca
record, technically justified and documented through the technical case review SS.

Customers are contacted when appropriate regarding analysis deviationsQ

5.4.2 Selection of methods

The Laboratory will use test and/or calibration methods, including Sampli at are appropriate
for the analysis and which meet the needs of the customer.

Methods used by the Laboratory will either be validated Raboratey-deyeloped methods or
published in international, regional or national standards, @ by regtable technical
ho

organizations, or in relevant scientific texts or jour ecified by the manufacturer of the
equipment. Discipline Supervisors will ensure tha¥all operate properly before using
them for testing and/or calibration.

or
t

5.4.3 Laboratory-developed methods

The Discipline Supervisor or the D
new test or calibration methods

anager will coordinate the introduction of any
IScipline. The Discipline Supervisor or the DNA

Analysts will ug€ valid technical methods. If a deviation from a method is necessary, the
deviation will bg docu ted in the case record and technically reviewed and documented
through Chiy Se review process.

5.4 .8 Validglion of methods
5.4.
Validation of new methods or procedures for the Laboratory confirms by examination and

objective evidence the particular requirements for the intended use of the new method or
procedure is met.
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5.45.2

Validations will be performed on all new technical methods or procedures to demonstrate
reliable and accurate results for the intended use of the method or procedure. Disciplines will
maintain a record of the validation to include the procedure used, results obtained and a
statement as to whether the method is fit for the intended use.

5.4.5.3

The validation process will review the range and accuracy of the results obtaine@from testfg to
ensure the new technical method or procedure meets the requirements needed.

5454

Methods validated outside of the Laboratory will be evaluated prior t@ implem tion. This will

include reliability testing by the Discipline through a documented iR:housé pgpformance
verification. This verification will be maintained in the Discipline recgrds uture reference.

5.4.6 Estimation of uncertainty of measurement
The Laboratory will be in compliance with the most gfiirentypubli$hed version of the
ASCLD/LAB Policy on Estimation of Uncertainty surgmnent by the implementation date of

July 2012.
5.4.6.1

Calibration services are only perform @ath alcohol Discipline of the Laboratory.

5.4.6.2

Measurement of uncertainty
of the Laboratory. Each ofghe
uncertainty.

irearms, blood alcohol and the chemistry Disciplines
iplines will maintain records related to measurement of

5.4.6.3

Estimation of ti€ unce
the method an@ previo
measure r t

inty of measurement will be based on knowledge of the performance of
xperience as well as any significant parameters that affect the

54.7 Co a
5.4.

Any m@nual calculations performed in casework will be reviewed during the technical and/or
administrative review process.

5.4.7.2

When computers or automated equipment are used for casework, Discipline Supervisors will
ensure that:
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a) computer software developed or modified in house will be documented and validated
prior to use;

b) procedures are established and implemented for protecting the integrity and
confidentiality of data;

c) computers and automated equipment are properly maintained to ensure the integrity
of data.

54.7.2.1
Discipline Supervisors will implement appropriate measures to prevent unautho@: to

computers used for digital evidence examination.

5.5 Equipment Q
55.1

Key Management will ensure that all items and equipment necessaly for ggSework are available

to Laboratory personnel.
5.5.2 x

Equipment and its software used for casework will t th@accuracy requirements set forth in
the Discipline Procedure Manuals. Prior to use i orkequipment will be calibrated or
performance checked as described in the Discipline Pr@cedure Manuals.

5.5.3

Laboratory equipment will be used C d¥personnel. Instruction and maintenance

manuals will be readily available egdpprofffate personnel.

554

Laboratory instruments a qui t will be labeled and uniquely identified.
5.5.5

Disciplines will ipmént records to include:

a) idenfity of th@ equipment and its software;
, type, and serial number or unique identifier;
nce checks and/or calibration records;
rent location;
ufacturer’s instructions;
calibration certificates, adjustments, date of next calibration as applicable;
maintenance performed and, where appropriate, maintenance plan;
h) repair records.

d)

5.5.6

Discipline Procedure Manuals will outline any necessary procedures for maintaining measuring
equipment to ensure proper functioning and to prevent contamination or deterioration.
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55.7

Any equipment that has shown to be defective or operating outside of limits specified in
Discipline Procedure Manuals will be taken out of service and marked as such. The equipment
will be repaired and once reliability has been demonstrated by calibration and/or performance
checks returned to use. A determination will be made if any test results were affected. The
procedure for nonconforming work will be followed, if necessary.

5.5.8

Where practicable, Laboratory equipment requiring calibration will be labeled w stattls of
calibration to include date calibration was performed and date next calibr s due.

5.5.9
Laboratory equipment will not be used by non-laboratory personnﬁ

ior approval from
the Forensic Laboratory Manager. If equipment is operated outsideyof th ntrol of Laboratory
personnel, the equipment will be calibrated or performance @lecked¥prior to next use by

Laboratory personnel.
5.5.10
Discipline Procedure Manuals will outline any performance checks required on calibrated

equipment.

5.5.11

Discipline Procedure Manuals will e re
updated.
5.5.12

re

Discipline personnel will guipment and software are safeguarded from any
adjustments that would§gvali@gte the test and/or calibration results.

correction factors necessary are correctly

5.6 Measurement t i

5.6.1 General

Each Di
testing
resuit. All

e e a documented procedure for the calibration of equipment used for

jbrations that have a significant effect on the accuracy or validity of the test
ipment described above will be calibrated prior to being put into service.

5.6.

Disciplfe procedures will establish the time frame for checking the calibration of equipment
based on the specifics of the testing performed with the equipment. Calibration checks will not
be less stringent than the manufacturer’'s recommendations.

5.6.2 Specific requirements

5.6.2.1 Calibration
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5.6.2.1.1

The accredited Disciplines of the Alaska Scientific Crime Detection Laboratory do not issue
calibration certificates.

5.6.2.1.2

The accredited Disciplines of the Alaska Scientific Crime Detection Laboratory do n e
calibration certificates.

5.6.2.2 Testing

5.6.2.2.1 @

Disciplines that perform internal calibrations of equipment/instrumengéti blish
traceability by means of an unbroken chain of calibrations or comgarisong linking the calibration
rem

standards to the relevant primary standards of the Sl units of mea

When necessary, Disciplines can utilize competent externald€ajibratiof services that can
demonstrate measurement capability and traceability. T i rtificates issued by
these entities will contain the calibration results, including the med@Surement uncertainty and/or a
statement of compliance with an identified metrolgg@fcal speWification.

5.6.2.2.2

Measurements made by Disciplines sho
achieved by reference to national me

Where traceability of measurem
establish traceability to other app
materials or reference stan

IS not possible and/or relevant, Disciplines will
asurement standards such as certified reference

5.6.3 Reference standards refefénce materials

5.6.3.1 Reference n

Each Disciplingfwill havga procedure for the calibration of their reference standards. The
procedure will @nsure the'reference standards are calibrated by a provider that can provide
traceabil] t ts by means of an unbroken chain of calibrations and comparisons

linking ence standards to the relevant primary standards of the Sl units of measurement
O/IEC 17025:2005 5.6.2.1. Reference standards will only be utilized for

oses; unless it can be documented that additional use will not invalidate their

5.6.3.2 Reference materials

Reference standards will be traceable to S| units of measurement or to certified reference
materials. Internal reference materials will be checked to verify their suitability.
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5.6.3.2.1

Disciplines utilizing reference collections maintained for identification, comparison or
interpretation purposes will document, uniquely identify and properly control the reference
collection.

5.6.3.3 Intermediate checks

Each Discipline will have procedures to perform checks on reference, primary or working
standards and reference materials to maintain confidence in their performance.

5.6.3.4 Transport and storage

Each Discipline will have procedures for the safe handling, transport,
reference standards and materials to prevent contamination and pr

5.7 Sampling
5.7.1

The Laboratory will have a documented sampling plan foRDiscipl€s that take a representative
sample of a substance or material for testing and r t orithe whole substance or material. The
sampling plan will be available at the location wheffe s&mpliNg is undertaken and will address
the factors to be controlled to ensure the validity of the festin

5.7.2

Deviations from the sampling plan proval from the Discipline Supervisor and will
be documented in LIMS.

<(,

When a sampling plan is yiliz be documented in the case records in LIMS. The

documentation will incl
sampler, relevant enviro
sampling location a
based upon.

e minimum: the sampling procedure used, identification of the
en onditions and diagrams or other equivalent means to identify
and, if appropriate, the statistics the sampling procedure is

5.8 Handling oftest an@ calibration items

5.8.1
Pro s 1y the transportation, receipt, handling, storage, and retention of evidence items will
be o the Evidence Procedure Manual to ensure the integrity of the evidence and

protec@the interests of the laboratory and the submitting agency.
5.8.1.1

A Request for Laboratory Services Form will be utilized to document the chain of custody for all
evidence submitted to the laboratory. The external chain of custody will include the receipt of
the evidence by the Laboratory. All internal transfers are documented in LIMS. Each internal
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transfer includes a signature, or secure electronic equivalent, of the person/location receiving
the evidence; the date of receipt or transfer; and the unique identifier of the evidence.

5.8.1.1.1

Any evidence items subdivided by the Laboratory will be tracked in the LIMS in the same
manner as outlined in 5.8.1.1.

5.8.1.1.2

All evidence accepted and stored at the Laboratory will be under proper seal.
properly sealed when its container is secured to prevent access to the contegisgU
evidence from contributors, evidence personnel will inspect evidence contaifjers 18 er seals.
Any evidence received with improper seals will be properly sealed and p

documented in the LIMS.

5.8.2

Evidence received at the Laboratory will be assigned a uni identifiger comprised of the

Laboratory case number and item number. This identifiefis ret d documented in the
as

LIMS. LIMS provides a system to sub-divide evidencg ite | as documents all transfer of
items within and from the Laboratory.

5.8.3

Upon receipt of evidence, departures frog
the LIMS. If the suitability of an item of,e¥%

\
for examination is unclear, the sub In a% Q

documented in the LIMS.

| or specified conditions will be documented in
pr examination is questionable or the request
will be contacted. This communication will be

5.8.4

The Laboratory will ensu e int y of all evidence while at the Laboratory by avoiding
deterioration, loss or d geduring storage, handling and preparation of evidence for testing.

If evidence item
custody of an
the followin

f evidence items, are inadvertently lost or destroyed while in the
chnician, whether prior to, in the course of, or following examination,

ropriate Supervisor shall be notified.
o e occurrence is to be reported in the “Results” section of the Scientific
amination Report.

e Details surrounding the occurrence should appear in the notes.

¢ In the event that any results were obtained prior to the loss or destruction,
these results should be reported along with the statement reflecting the
loss or destruction.

e Damage to outer containers or items not requiring examination need only
be documented in notes.
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5.84.1

Evidence in the Laboratory not in the process of examination is stored in a sealed condition in
secured, limited-access storage areas.

5.8.4.2

Unattended evidence while in the process of examination will be properly secured t nt
loss or contamination. This can be accomplished by securing evidence in a temporafy stadfag
location or a locked room.

58421

The Laboratory defines evidence in the process of examination for ng
Evidence in the process of examination can be stored unsealed in agsec

5.8.4.3

Items of evidence that are too large or impractical to be place a sedjable container will be

All evidence seals applied by laboratory personnel
sealing the evidence and the date sealed. Whene
barrier between the evidence tape and the container. Allgvidefce packages sealed by
laboratory personnel will be marked with the Laboratory cése number and item number. Where
practical the inner most package will also 4 @ d with Laboratory case number and item

number. If Laboratory personnel must ya IS practice, it must be documented in the
5.8.4.4

Any photographs or imag ta@l from latent prints will be treated as evidence and stored
on a limited access inter etwo ive titled “Physical Section Images”.

LIMS.
5.8.4.5

ith the initials of the person
these markings should cross the

Evidence colle b boratory personnel will be protected from loss, cross transfer,
contamination@nd/or erious change, during transportation to an evidence facility.
5.8.4.6

Th proflate Discipline Procedure Manuals will outline procedures for the operation of
indi cteristic databases.

5.8.4.

The CODIS individual characteristic database and palm files in the Latent Print Discipline are
treated as reference materials.
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5.8.4.6.1a

The Laboratory does not have any individual characteristic databases under its control that are
treated as evidence.

5.8.4.6.1b

Individual characteristic database samples not treated as evidence will meet 5.8.4.6 ugh
5.8.4.6.4.

5.8.4.6.2

Each CODIS database sample and palm file under the control of the Labad % ill & uniquely
identified.

5.8.4.6.3

CODIS databases samples and palm files under the control of the Sgbora#ory will be protected
from loss, cross transfer, contamination and deleterious ch .

5.8.4.6.4

Access to CODIS database samples and palm filg8"uger tRe control of the Laboratory will be
restricted to those persons authorized by the CODIS AfminiSgrator or the Latent Print

Supervisor.

5.9 Assuring the quality of test and calibg@ ults

591

performed through the use
outline the quality control gffoce
guality control proceduggs:

corrol procedures. Each Discipline Procedure Manual will
for that specific Discipline. The following are examples of

tions;

fererice materials;
negative controls;
roficiency testing programs.

59.1.1

Dis rOeedure Manuals will specify the controls and standards utilized in each method or
proc e. “All controls and standards utilized in casework will be documented in the case
recor

59.2

If quality control data is found to be outside of the pre-defined criteria, a planned action will be
undertaken to correct the problem and prevent incorrect results from being reported. Discipline
Procedure Manuals will provide additional guidance for that specific Discipline.
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5.9.3

Each Discipline of the Laboratory will participate in proficiency testing. The Quality Assurance
Manager will coordinate the ordering and submission of proficiency tests for the Laboratory.

5.93.1

Laboratory members will perform proficiency tests by utilizing the same test method

Manager will review the proficiency test documentation and forward
Manager. The Quality Assurance Manager will send the proficiengy
proficiency test provider. All proficiency test documentation is m\

assurance records.

5.9.3.2 &
The Laboratory Quality Assurance Manager will en th&Labofatory’s proficiency testing

program complies with the ASCLD/LAB Proficiengyf’ R&iewW¥rogram.
5.9.3.3

Each analyst and technician performing && 0
internal or external proficiency test p

5.9.3.3.1 %
The proficiency test requirerﬂshe ality Assurance Standards for Forensic DNA Testing
chni

will successfully complete at least one
ear in his/her forensic science discipline.

Laboratories and the Qu ce Standards for DNA Databasing Laboratories will be

applied to DNA analystg an support personnel performing DNA analysis.

5.9.3.3.2

Each analyst techMgian performing casework will successfully complete at least one
proficiency tes@per acgeeditation cycle in each category of testing under the Laboratory’s Scope

of Accredif@iion j€h the individual performs casework related activities.
5.9.34
At external proficiency test will be successfully completed each year for each

discipifie of forensic science the laboratory provides service in. When available an ASCLD/LAB
appro test provider will be used.

5.9.35
The Laboratory Quality Assurance Manager will maintain the proficiency testing records and
proficiency testing program records to include:
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Test identifier

Sample provider

Individual performing the test

Date of analysis and completion

e Documentation of all data and notes supporting the conclusions

e Proficiency test results

e Any discrepancies noted

e Documentation of the review and feedback to the individual performing the test anf t

Discipline Supervisor and/or the DNA Technical Manager
e Any corrective actions taken.

5.9.3.6

proficiency testing program records for not less than five years.

The Laboratory Quality Assurance Manager will maintain the pron/ sting'Tecords and
a

594

The Laboratory will perform technical review on 100% o c% ination records and test
reports prior to release. The technical review proce nstikes th€conclusions are reasonable
within the constraints of the validated technical k l&dlge And supported by the examination
records. Technical reviews are documented in the LIM§ an e technical reviewer’'s name is
printed on the test report.

The Discipline Supervisor or the DNA Tg
between the case analyst and the
e

anager will resolve any differences in opinion

5941

Each case record is technic review include a review of all examination records and the

test report to ensure:
Conformance witlyL. ab ry and Discipline procedures;
Data suppo [t§”and/or conclusions;

Accurac the§est report;
Associalions ar perly qualified in the test report;
TesttepQkt cond@iins all required information.

s for the technical review process may be outlined in the Discipline

Technical reviews will be conducted by a qualified competency tested technician, analyst or
supervisor who has extensive knowledge of the Discipline through casework, supervision,
training and/or regular casework review. The reviewer will have knowledge of the Laboratory’s
technical procedures.
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5.9.4.3

The technical reviewer will not have authored or co-authored the examination records or test
report under review.

5.9.5

The Laboratory will perform administrative review on 100% of scientific examination ds and

casework, supervision, training and/or regular casework review.
5951
cy,

At a minimum, the administrative review will include:
e Areview of the test report for spelling and grammatical a
e A review of all administrative and examinationgcecofgs to efisure that the records are
a

uniquely identified according to laboratory p@licles procedures;
e A review of the test report to ensure that all key Wforn¥gtion is included;
e Chain of custody.

The administrative reviewer will review t
report, bench notes and all addition S
areas:

e Requesting agency

e Agency case numb

e Laboratory case n er
[ ]

[ ]

€ ReqUist for Laboratory Services Form, the test
Agdocuments to ensure agreement with the following

Officer name
Agency itemegu amd descriptions.

ill itor the testimony of all testifying personnel. Each testifying individual
aluatron of their testimony at least once per calendar year. Court monitoring
ve feedback both positive and any needed improvement.

This accomplished through one of the following methods:

o irect observation by a Laboratory member, court officer or other individual present in the
court room;
e Communication by Laboratory Management with a court officer.

The Witness Evaluation Forms are used to obtain testimony feedback. The form will be
returned directly to the Laboratory’s Quality Assurance Manager. The Quality Assurance
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Manager will review the form and provide a copy to the testifier's Supervisor. The Supervisor will
provide the testimony feedback to the testifier.

If the feedback indicates needed improvement, the testifier's Supervisor will seek further
information to determine the course of action to be taken. This communication will be
documented as well as any remedial action that is taken. This documentation will be retained
by the Quality Assurance Manager.

It is each individual’s responsibility to advise their supervisor of any pending court appeaf@nces
and seek testimony feedback. At the end of each calendar year Discipline Supejisors wi tify
the Quality Assurance Manager of any Discipline personnel that did not testj

5.9.7

The Quality Assurance Manager will retain testimony monitoring r % remedial
actions taken for not less than five years.

5.10 Reporting the results \

5.10.1 General x

The Laboratory will issue reports that accurately, , URambiguously and objectively provide

the result of each test performed. The Laboratory*ensfies thgt all relevant information required
by International Standard 17025 5.10.2 and 5.10.3 is c@ntain€d in the case record.

5.10.1.1

ssued, the reason(s) for not producing a

IM iscipline supervisors will evaluate the reason
t bghissued but examples would include: the analyst is
case was closed by the prosecutor or submitting

If analytical work is performed and

Laboratory report will be docume i
why a report of analytical work waul
no longer employed at the IagRoratosy o
agency.

5.10.2 Test reports an libragion certificates
t

The case record
5.10.2.

aiall information required by International Standard 17025 standard

5.10.3 Te PAKLS
5.10.3.1

The cOrds will contain additional information where necessary for the interpretation of the
testr ts.

5.10.3.

The case records will contain additional information regarding the results of a sampling where
necessary for the interpretation of the test results.
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5.10.3.3

Laboratory reports will only be released to the submitting agency and/or assigned prosecutor’s
office. The only exception to this policy is the dissemination of results by a grant administrator
as part of grant reports or data gathered for grant purposes. The Forensic Laboratory Manager
must give prior approval before the grant administrator can release information.

The Laboratory allows the release of preliminary findings and/or analyses prior to thg'iss
the final report. If the report is ready for review, the analyst performing the work or a tec

reviewer can release preliminary information. If the status of the case is prior to ft co te
in LIMS, then only the analyst can release information. The issuer will clear|y indicatg that

information given is:

e Preliminary in nature
e Subject to change
e Requires a technical and administrative review.
LIM

A record of the release of information will be documented in to include the person the

information was provided to and the method provided.
5.10.34
Laboratory personnel who issue findings, including writing teSt reports and providing testimony,

based on the examination records generated by anothe§person will review and document the

review of all relevant pages of the case r his documentation will be placed in the LIMS.
5.10.3.5

The significance of any associati de wil’be communicated clearly and qualified properly
in the case record.

5.10.3.6

Comparative examinati reSulting in the elimination of an individual or object will be clearly
communicated in thg L ory report.

5.10.3.7

opglusion cannot be reached, the case record will clearly communicate the

calibrafjon certificates.
5.10.5 Opinions and interpretations

Opinions and interpretations will be clearly marked in laboratory reports. The case record will
document the basis upon which the opinions and interpretations have been made.
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5.10.6 Testing and calibrations results obtained from subcontractors

Results of tests performed by subcontractors will be clearly identified.

5.10.7 Electronic transmission of results

The requirements of International Standard 17025 standard 5.4.7 will apply to the transmiission
of all test reports to include telephone, facsimile or other electronic transmission

5.10.8 Format of reports and certificates

Laboratory reports are formatted to accommodate all Discipline reports an w ize the

possibility of misunderstanding or misuse.

5.10.9 Amendments to test report and calibration certificates

An amended report will be issued, when necessary, which cl@arly cogamunicates the reason for
the amended report. This new report will state “This repagt serv@s to lace or supplement the

&
X
Ny
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Appendix A Uncertainty of Measurement Implementation Plan

This plan is designed to comply with the ASCLD/LAB- International Policy on Measurement
Uncertainty document that is effective July 1, 2012.

The Quality Assurance Manager/Forensic Alcohol Discipline Supervisor and th

Manager will be responsible for the oversight, development and impl
Measurement of Uncertainty policy.

The Uncertainty of Measurement policy developed will apply to the follo

values:
Weights of controlled substance samples
Alcohol concentration in biological samples

Alcohol concentration in non-biological sampl
Barrel length of a firearm
Overall length of a firearm

Trigger pull weights in firearms case

The following elements for each test will be identified afid recerded:

e Measurand and its measure

e Measuring device and/or i

e All significant compon gifibute to the sources of uncertainty

e Data used to estimat and reproducibility

e Uncertainty attribut alue of the measurand, an expanded uncertainty,

and the specifi obability.

The Measurement of Upcertainty pOfCy will be implemented no later than June 15, 2012.
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Appendix B Key Control Procedure

1. All controlled Laboratory keys shall be stamped with numbers for tracking
purposes. This Key Control procedure includes laboratory door keys, electronic
keys and evidence locker keys.

2. The Administrative Assistant Ill or designee will be assigned the responsihiligy of
being the Key Controller. All non-electronic keys will be tracked in th€ LIMS
utilizing the chain of custody in the “Management” case. Electronig keys dfe
tracked by the Physical Plant Maintenance Specialist.

3. Each employee will be assigned a numbered key.
4. The Key Log shall reflect changes when any of the foll i%
A. Employee Leaves the Department:
When an employee leaves the Departngjent, Sufervisor shall be
responsible for obtaining the controlledYkeys ore the employee
leaves and for returning the control eysyo the Key Controller within

five days. The Key Controller wilWshoW theYeturn of the keys on the
Key Log and retain the keys for future a8signment.

B. Loss of Key by Employee;

S

notification to theifi

shall submit a menmara

report shal X
y

'S name

(1) Eralo
(2 % S key number
3) A f description of the events surrounding the key loss
ployee will be required to sign for the replacement key. A copy
< \Mﬁe memorandum shall be filed with the Key Log.
v When a key has been lost, the Laboratory Manager shall decide

arcising due care in preventing loss of Crime

, the employee shall provide prompt, verbal

diai@ Supervisor. Upon verbal notification, the employee
to the Forensic Laboratory Manager. The written

whether or not to rekey the affected locks within the Laboratory for
security purposes.
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C. Recovery of Lost Key:

If a key is recovered at a later date, a memorandum shall be written to
the Forensic Laboratory Manager by the employee originally
responsible for that key. The key should be placed in the custody
the Key Controller and records changed to reflect the recovery. Tffe
memorandum should include:

(1) Employee's name x
(2) Employee's key number - recovered key

(3) Date key was lost

(4) Brief description of events surrounding the fir&of ey.
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Appendix C Controlled Documents Procedure

The Forensic Quality Assurance Program documents are controlled to ensure the documents
have been approved for use and only current versions of the documents are in use. Controlled
documents are posted on the Laboratory’s internal network drive.

Controlled Document Review, Approval and Issuance

The Laboratory Quality Assurance Manual is reviewed and approved by the Forgnsic Laldbragory
Manager.

The Discipline Procedure Manuals and Discipline Training Manuals are re
by the Discipline Supervisors and/or DNA Technical Manager.

The Health and Safety Manual is reviewed and approved by the ratdry’s Sarety
Coordinator.

All reviewed and approved manuals are sent to the Quality urandg Manager. The Quality
Assurance Manager will issue the manuals to the approgriate [@oratdgy staff by placing them
on the internal network drive.

Controlled Document Maintenance

ved an proved

The Quality Assurance Manager or designee will maint&in the official controlled documents,
place them on the internal network drive ag hive all Versions of the controlled documents.

%

ents reviewed and approved by the same authorities that

me ny revised or new text is identified in the revision history of
each controlled do . urrent document will be archived and the new version will be
posted on the s internal network drive by the Quality Assurance Manager or
designee. All trolled documents are marked with a visible watermark and the status
updated to _“ar

aster Controlled Documents List. It will
g the active version and a list of all archived

The Quality Assurance Manager will
contain a list of all controlled docu
versions of each document.

Controlled Document Revigions

Revisions to controlled

en the reviewer will email the Quality Assurance Manager to document the review and
ates are not required at this time.

At any time a laboratory member may submit suggested changes to a manual to the approving
authority for consideration.
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Appendix D Purchasing Procedure

Each Discipline will maintain records of purchased supplies, reagents and consumable materials
that affect the quality of tests and/or calibrations. These supplies, reagents and consumable
materials will not be used in casework and/or calibrations until their reliability has been verified.
Each Discipline will have procedures to ensure the quality and reliability of critical supplies,
reagents and consumable materials. These procedures will also include the actionsftakel i
product fails to meet the quality standard set.

Vendors of critical supplies, reagents and consumable materials will be ev ted Wilizipg the
Vendor Evaluation Form. The evaluation documentation will be maintaine LI in the

“VENDORS” case.

Reagent grade chemicals are purchased unless otherwise specifiedl in a RigCipline Procedure

Manual.
Packing or shipping receipts are maintained to demonstr e@f e ordered supplies,
reagents or consumable materials that could affect quality of ¥ests and/or calibrations as well
as critical supplies, reagents or consumable mateffals

The individual verifying the receipt of these items will pl&e a check mark notating the receipt of
each ordered item on the packing or shipg eipt. Signature or initials and date will be

placed on the receipt as well. The pagki % Dping receipts are stored in the purchasing
records by vendor.
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Appendix E Laboratory Policies

Policy 1 Case Management

Policy 2 Independent Experts or Experts in Laboratory Facilities

Policy 3 Syringes %
Policy 4 Laboratory Occupancy x
Policy 5 Scheduled Time Off and Court Conflicts

Policy 6 Disclosure of Scientific Examination Records

Policy 7 Disclosure of Breath Alcohol Records

Policy 8 Laboratory Security »

Policy 9 Scientific Examination Report Digsenfgatio

Policy 10 Access to Laboratory Netwo@urc
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Policy 1 Case Management

It is the mission of the Laboratory to process all evidence in a timely manner while maintaining
the highest quality of analytical results. All requests for laboratory service (RLS) submitted to the
crime lab require data entry of the case into the Laboratory Information Management System
(LIMS).

1. Cases having court mandated deadlines and/or those providing immediate investigativ
leads will receive priority attention. Then cases may be evaluated for probativgvalue
the appropriate Supervisor.

2. Examination of evidence procured from the Laboratory Evidence
means, should be performed as soon as possible and complet [
Analyst receiving the evidence. If an examination cannot be co

case analyst should notify the Discipline Supervisor.

3. When the scientific examination is complete, the evide es%be expeditiously
on

returned to the appropriate storage facility (Labogt@ry ENidence Unit or Unit
refrigerated/frozen storage). Evidence that has€ind omplete processing should not
be stored in the Laboratory. Exceptions to this are fo@ind in¥analytical protocols where
specific items are retained in the Labora

4. If case processing cannot begin tg)| tandards/exemplars, lack of information
from the officer or prosecutor, @r y oth€r reason outside of the control of the
laboratory, then communicatiorigo t les necessary to resolve the issue shall be
initiated and documented 1 S §Ystem. The communication should contain
appropriate statementsg@for e recipient(s) that an analysis will be performed once
the necessary items/gforriation are received. If no response is received within 30
calendar days, then cg tion may be sent to the affected parties explaining that the
request for seryicei , evidence will be returned, and why this action has occurred.

5. Ifare @ fro e submitting agency or District Attorney is received to withdraw the

requestNig sis, or if in the opinion of the supervisor, processing the case will provide
ormation, then the request for service may be cancelled. When a request is
ca communication detailing who, when and why the request was cancelled shall
be Sgnt to the affected parties, and documented in the LIMS system.

It is the responsibility of the Discipline Supervisor to monitor case progress and ensure cases
are completed in a timely manner.
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Policy 2 Independent Experts or Experts in Laboratory Facilities

1. Attorneys or independent experts (non-Laboratory employees) are not permitted to perform
or view scientific examinations in Crime Laboratory areas. The reasons for this policy are as
follows:

A. Liability - Outside personnel are not familiar with the Crime Laboragory, its
potential hazards, safety rules, OSHA mandated Chemical Hygieffe Rlan
Exposure Control Plan, and specific equipment operation.

B. Security - Outside personnel would be disruptive t work
routine since all other regular case work would ha b stopped and
secured while they were using the facility. To do §her would un-
doubtedly raise questions and possible obgections§on other cases.
Laboratory security requires a continuous, eScog for \isitors. Valuable

examination time would be lost by Laboratory pef®®nnel providing this
escort service.

C. Property Damage - The Laboratory utiliges & myriad of sophisticated
instrumentation. State fundigge has be provided to ensure that
Laboratory personnel can @perateghis equipment in a proper manner. It
would be impossible to geterfgine le competency of others prior to their
use of the Laboratory' ic e and model of instrumentation.

Us state equipment by outside experts would
nt case examination by Laboratory personnel. It
ivate experts represent a commercial and often

Therefore, it should be incumbent upon them to
n equipment and supplies, rather than having state

ttorneys have the right under the Alaska Rules of Criminal
dure to have evidence reanalyzed at a laboratory of their choice,
ather than disrupting Laboratory operations.

2. Attorneys or non-Laboratory Forensic Experts will make arrangements to view evidence by
contacting the case officer or prosecutor who will then coordinate the time and place of viewing
with appropriate Laboratory personnel. Non-laboratory areas where such viewing may occur are
limited to secure areas such as conference rooms, training rooms, etc.
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Policy 3 Syringes

The majority of syringe and needle submissions are recovered as a result of using other evi-
dence as probable cause or in association with usable quantities of drug substances and, there-
fore, the syringes and needles are rarely of judicial importance.

1. Itis the intent of this policy to unequivocally ensure the health and safety of eac
employee in the Crime Laboratory System while performing their assig
duties.

2. In order to minimize the chance of needle sticks to Laboratdfy p&rso , the
Crime Laboratory WILL NOT ACCEPT AND/OR PERFO RO@TIME
ANALYSIS OF SYRINGES.

3. Exceptions to this policy require prior approval ofthe re sible Supervisor
when it has been determined that the syring@cont@ins nfore than a residue (i.e.,
a visible volume of liquid that could be caoffSid@&red &usable amount) and that the
analysis is necessary for prosecution.

Universal blood and body fluid precauti e employed when analyzing the fluid
contained in the syringes.

N
&
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Policy 4 Laboratory Occupancy

1. Due to safety considerations, no one should be alone in the Crime Laboratory
while conducting scientific examinations, particularly those involving chemical or
biological reagents, firearms, or other hazardous materials.

2. Personnel may work alone in the office area to conduct administrative duties €uch
as: scientific report review; reports, paper or memo preparation; court prgpara-
tion; latent print verifications; etc. Personnel may also operate analytica ru-

mentation workstations for data handling and printing of analytical ts.
3. Anyone who wishes to work after hours in the Laboratory myst have ap-

proval of their Supervisor. \
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Policy 5 Scheduled Time Off and Court Conflicts

Forensic staff by virtue of the very nature of the job has a professional obligation, as well as
a legal responsibility, to respond to every subpoena received. When scheduled time off
(vacation, day off, training, etc.) conflicts with a subpoena, the following protocol shall be
followed:

1. Subpoenas take precedence over all scheduled time off.

2. When a verbal request for appearance in court is received, th Qﬂd
ficafion.

request a written subpoena be sent to serve as the official

3. Unresolved scheduling conflicts involving court settinds, are tojpe brought to the
attention of the Analyst’s Supervisor as soon as they deWglop. Y he Forensic
Laboratory Manager may also be informed as nee@gd.

4. Under no circumstances is an Analyst to advise @ proSgcutor that they will not
respond to a court request due to interference wigh time off, however, it is

acceptable to discuss scheduled allO, time with a prosecutor to determine if
% e possible.

alternate plans for the court ap

with concurrence from the prosecutor,
ed by having the evidence reanalyzed, giving
records, or telephonic testimony. However, should
ies be Teasible and testimony still required, the Analyst will
plans to allow testimony to be given.

5. At the discretion of the Su
court/time off conflict
testimony from the
neither of these

iding court conflicts with scheduled time off, Laboratory

ff or Supervisors may advise prosecutors of an Analyst’s leave
g out letters announcing the planned absences. Such letters,

no way reduce the Analyst’s responsibility regarding subpoenas and
ettings.
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Policy 6 Disclosure of Scientific Examination Records

1. Routine disclosure of scientific examination records will include those items utilized for
rendering an expert opinion in the case at hand and will be provided upon request from
the prosecutor’s office.

2. Discipline Procedure Manuals, Laboratory Quality Assurance Manual, and otiger
documents related to the operation of a discipline or the Laboratory will bg provid
relevant to the time frame of the testing. If these records are available el
will be provided electronically. If these items are not available electgomigally,
will be available for viewing by appointment at the laboratory.

3. Raw data files pertaining to instrumental analysis will not b¢ retaingd with the exception
of data from genetic analyzers.
ml

4. Copyrighted or licensed materials will not be copi r e ted by the Laboratory
and can only be released by the owner of the inforfation ocuments.

5. Public information not proprietary to the Laborat@ry (V@ndor, instrument or software
manuals, journal articles or papers) will not be pr@vided by the Laboratory.
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Policy 7 Disclosure of Breath Alcohol Records
1. Routine disclosure of Breath Alcohol documents (calibration, certification, repair) related
to the breath alcohol instruments will be provided electronically. This is limited to the
information closest in time prior to the subject test in question. This information will be
provided upon request from the prosecutor.
2. Routine disclosure of subject tests performed on a breath alcohol instru twill b

provided electronically upon request from the prosecutor. This informatidn 1§limitet to 60
days prior and 60 days after the subject test in question.

3. Copyrighted or licensed materials will not be copied or disser%@ Laboratory

and can only be released by the owner of the information ofjdocu

4. Public information not proprietary to the Laboratory (| al arficles, papers) will not be

\g&
X
&
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Policy 8 Laboratory Security

The Laboratory routinely handles evidence related to all types of criminal matters. This
evidence includes firearms, drugs, hazardous materials, and many other types of evidence. In
order to ensure the integrity of this evidence, it is necessary that all Laboratory facilities be

properly secured as follows:

1. Only Laboratory personnel will have unrestricted access to the Laboratory’s exferio

entrance/exit points.
2. Access to Laboratories by Non-Laboratory Personnel:
a. Non-Laboratory personnel may not be in those areas of t
evidence is present unless a Laboratory employee i
will non-Laboratory personnel be alone in an are
evidence.
b. Contract personnel may have unescorted agcess t@ faci
evidence is not present.

Ultimate access to Laboratory facilities will t
Manager.
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Policy 9 Scientific Examination Report Dissemination

1. The method for dissemination of scientific examination reports shall be by State E-mail
system to customers agency e-mail address.

2. If the customer does not have an agency e-mail address, then the scientific e ination
report shall be faxed, or sent by US mail.

3. Reports may not be e-mailed to personal e-mail accounts (such as gmail gyahoo).

4. A customer may pick up a paper copy of the scientific examination repor erso
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Policy 10 Access to Laboratory Network Resources

The laboratory utilizes various networked information technology devices to store case files,
notes, manuals, protocols, and other electronic documents. These devices are administered by
the Information Services Department of the Department of Public Safety.

Permissions (read, write, delete) are granted by the IS department at the requesgof the Forgfisic
Laboratory Manager. Discipline supervisors shall make requests to the laborat anader
(who ultimately will decide on the level of access) on behalf of their staff & selWS. The
Laboratory Manager shall make request of the IS department to grant/den
permissions. Full permissions shall mean full control. Read only s [
execute, list folder contents.

1. SQL Server Databases x\

a. Jtrax

i. All laboratory staff shall have glatareadgr/data writer permission

b. Breath Alcohol

i. All staff assigned to the breath alcofjol program shall have data reader/data
writer permission
2. Storage Area Network (I drive)
a. The Laboratory Mana
b. All laboratory staff s

boratory Staff shall have read only permission (may not
or delete)

ares

. Staff assigned to a discipline shall have full permissions over the
discipline share

All other laboratory staff shall have read only permission

P)

ission shall be only to the individual analyst.

ecurity for files located in the Jtrax share are controlled and audited by the
JusticeTrax software and as such, all laboratory staff shall have full permissions
over the share.
5. JusticeTrax
a. User accounts and user security are created/assigned by the laboratory manager
or his designee.
6. Information Services access requirements and restrictions.
a. Information Services staff will only access Forensic Laboratory information
technology resources to the extent necessary to maintain normal operational
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status (eg. Backup, connectivity, etc) and shall make every effort to avoid direct
contact with user data unless directed by the Forensic Laboratory Manager.

b. Information Services will make every effort to coordinate efforts with the Forensic
Laboratory Manager when performing service, repair, and upgrades to information
technology resources that may impact the Forensic Laboratory.

c. Physical Access Security — Users (including IT staff) must sign-in and obtain a
badge to enter into the building. The servers and storage are in lockab inets.

d. Login Access - IT staff only, has administrative login access to the
keyboard/monitor in the server room used by all servers.

I. Individual server login access is possible only with IT admi tive
credentials. — screens lock on servers after 10 minuteg

e. Data backup — All data is stored on the CrimeLab NetApp S

b&cked up to
pe backup

tape once a day and snapshots of the data are taken 3 gifgs/8
horizon — 6 months; snapshot backup horizon — 1 w . TRese Sfiapshots are
sent to the NetApp SAN at 5700 Tudor.

ii. Access to the backed up files is restricted to ITSgdmiNiStrators.

\’\/
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Appendix F Revision History

2012 | 2012 Location Revision made
R1 RO
all all all Gramatically corrections as necessary,

pages numbers updated as necess

6 6 4.1.2 Added "and to satisfy the needs of the
customer" at end of sentefige.

13 13 45.2 Changed "subcontr
"contracted" in the seca@

sent
17 17 4.13.1.4 Added "The LIWS wilRaupo-logoff
timeout after 30 mMute inactivity to
preven auth\rized access.
23 23 5.2.2 Disciple su is8rs can identify
trafing Qeed rough one on one

ersaion with their Discipline
ersyduring discussions of
perf@mance evaluations, and in

Discipline meetings.
35 35 5.8.4. hanged to "The Laboratory defines
idence in the process of examination

for no longer than 45 days. Evidence in
the process of examination can be
stored unsealed in a secure limited
access area."

38 S 9.4.2 Added "technican".
39 595 Added " Administrative reviews will be
performed by a qualified competency
tested technician, analyst or supervisor

who has extensive knowledge of the
Discipline through casework,
supervision, training and/or regular
casework review."
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2012 | 2012 Location Revision made
R1 RO
40 40 5.10.1.1 Added " Discipline supervisors will
evaluate the reason why a report of
analytical work would not be issued but
examples would include: the analyst is no
longer employed at the laboratory or,
case was closed by the prosecutorfor
submitting agency."
46 46 Appendix C Added "review" to Heading it
(Controlled
Document
Approval and
Issue)
46 46 Appendix C ed by the
(Controlled roved the
Document this Yeview process the
Approval and eSted changes to the
Issue) is reviewed and does
n update then the reviewer
uality Assurance Manager
to document the review and that updates
are not'Tequired at this time.Moved this
entire paragraph to the Controlled
cument Revisions area within Appendix
C.
46 46 Appefdix "approved and issued" changed to
"reviewed and approved" throughout
Appendix C.
46 46 ndix C Added "All reviewed and approved
(Controlled manuals are sent to the Quality Assurance
ocument Manager. The Quality Assurance
Approval and Manager will issue the manuals to the
Issue) appropriate laboratory staff by placing
them on the internal network drive."
46 Appendix C At any time a laboratory member may
(Controlled submit suggested changes to a manual to
Documents the approving authority for consideration.
Revisions)
57 & n/a Appendix E Added Policies 9 and 10.
58
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Vendor Approval for Critical Supplies and Services Form

Evaluator: Date:

Supply evaluated

Name of Supplier

1. Is this vendor 1SO certified? YES @
ISO standard x
Certifying body \

Certification number

. Q

2. Has this vendor been able i3y needs in the past? YES NO
Timely service x
Cost effective

Previously p@ssed

Co
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Peer Expert Witness Evaluation Form

Witness: Witness’ Discipline

Reviewer: Date

Rate the following categories as either: (N) Needs Improvement (S) Satisfactory or (O) Outstanding
Comments must be added for any Outstanding or Needs Improvement rating

Professional Appearance (appropriate attire, etc.) (

Voice Clarity (volume, tempo, modulation) ) ) (O)
Body Language (posture, gestures, facial expressions, etc.) (N (8) (O
Courtroom Demeanor (confidence, eye contact, neryausness, temfer) N (8 (0
Technical Explanations (accurate, easily dhder, ples) (N (8) (O

Notes, Case Information (use@er well-organized, etc.) Ny (8 (0O

Answers (answered gieSh ask@gl, too much/little detail) (N (8) (O

Cross Ex ion jeftive, unbiased, fair) Ny (8 (0
Visu%rite N/A if Not Applicable N (8 (0O
For Laboratory Use Only: Date
Reviewed and Received Reviewed and Provided to Testifier
Testifier Supervisor
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Expert Witness Evaluation Form
Court personnel and officers use this questionnaire to provide essential feedback to our laboratory

You may fax this form to 907-338-6614 or email to QA Manager Nita.Bolz@alaska.gov

Witness Name: Testimony Date (mm/dd/fyy):

Witness Discipline ( Firearms, DNA, Fingerprints, etc.)

Your Name Your Title @

Judge Prosecutor Defense Officer Juror

Court: Defendant’s Name:

Rate the statements below by circling a number from 1to 5

1 = Strongly Disagree 2 = Disagree 3 = Neutral re 5% Strongly Agree
Witness was dressed professionally 1 2 3 4 5

Witness was prepared with documentatio , etc 1 2 3 4 5
Witness displayed technical k ir discipline 1 2 3 4 5

inform@tion in a manner easily understood by 1 2 3 4 5

\ \ We appreciate positive feedback on what we are doing right, and we encourage
constructive @ m of our expert testimony.
For Laboratory Use Only: Date
Reviewed and Received Reviewed and Provided to Testifier
Testifier Supervisor
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Quality Review Form

Date

Discipline or Category of Testing

Completed by

Occurrence of Nonconformity or Significant Deviation from Laboratory PO|IC;

Evaluation of the Significance x\

Review by Quality Assurance Manager

Moves Forward to @orr xon Report Procedure Yes No

Justificz@
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Corrective Action Report Form

Description of NONCONFORMITY or INCONSISTENCY

Reported by Date

ROOT CAUSE ANALYSIS Consider all possible sources of nonconformity or inconsistency to incl an
evaluation of the methods, procedures, equipment, supplies, training, personnel, work enviropment, et

Review by Date \%

INCONSISTENCY RATING (Check one of the circles below)

O cClass 1 The nature and the cause of the inconsistency r
quality of the laboratory’s work product.

es infnediat@concern regarding the

O class Il The inconsistency is due to a problem which may affect th@quality of the work, but is not
persistent or_serious enough to cause immediate concern for tg overall quality of the laboratory’s work
product.

O class Il The inconsistency is determined f
occur, is not systemic, and does not si
work.

Ofiave only a minimal effect or significance, be unlikely to
he fundamental reliability of the laboratory’s

QA Manager Date:

tions shall be relevant for the level of the nonconformity and
ngly recommended that the corrective action plan list after-
ines for monitoring.

Date

QA Manag Date

CONFIRMATION OF CORRECTIVE ACTION

Signature Date
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